DEPARTMENT OF THE ARMY

UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
FREEDOM OF INFORMATION/PRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPLY TO
ATTENTION OF:

JUN 14 2007

Freedom of Information/
Privacy Office

Mr. John Young
CRYPTOME

251 West 89" Street

Suite 6E

New York, New York 10024

Dear Mr. Young:
References:

a. Your Freedom of Information Act request of April 18, 2001, for records pertaining to East
Germany Intclligence Services Facilities, ZF300207W (our case #799F-01).

b. Our letter of January 9, 2006, informing you we were unable to comply with the 20-day
statutory time limit in processing your request (our case #118F-06).

c. Our letters of March 27, 2006 and September 15, 2006, informing you we were still
reviewing the records you requested and would respond to you once the review had been
completed (our case #118F-06).

We have conducted checks of the automated Defense Central Index of Investigazions and a
search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request. We have located records pertaining to your
request on East Germany Intelligence Services Facilities, ZF300207W.

We have completed a mandatory declassification review in accordance with Executive Order
(EO) 12958, as amended. As a result of our review, information has been sanitized and 226
pages of records are denied in their entirety as the information is currently and properly
classified SECRET and CONFIDENTIAL according to Sections 1.2(a)(2), 1.2(a)(2) and 1.4(c)
of BO 12958, as amended. This information is exempt from the public disclosure provisions of
the FOIA pursuant to Title 5 U.S. Code 552(b)(1). It is not possible to reasonably segregate
meaningful portions of the withheld pages for release. The records arc enclosed fo- your use. A
brief explanation of the applicable sections follows:
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SUMMARY OF INFORMATION

1. MfS_Bv (Bezirksverwaltung - District Office) ERFUET (PR4249):

‘a. Location and description of MfS BV ERFURT: The M5 District
O0ffice ERFURT is located at Andressstrasée 38. It 15 & five (5) story gray
stucco structure with & red tile roof. The grounds are enclosed by a brick.
wall, five (5) meters in keight, on the left and a low wooden fence on the
right. Exhibit "III" i{llustrates the location of the installation; Exhibits
"IV" through "VII" {llustrate the interior, - (D=3)

b. The following practices concerning security are believed to be
8till in effect: During the day, three (3) uniformed guards are posted just
inside the main entrance to the building. These guards are always former
operztional agents who have been reduced to guard stetus because of minor

~violations. ~Approximately six () uniformed guerds from the ERFURT Guerd

‘pistols or carbines or both. 4t night, approximately 25 guards from the
ERFURT Guard Battalion, most of them armed with mac'.ine pistols, patrol the
grounds in skifts. There are two (?) guard rooms where off-duty ruerds spend
their time: ome (1) room is locsted in the basement of the club house, wrile
the other 1s located on the first floor of the main building. 4n alarm sys-
tem connecting these rooms with the guard post just inside the main entrunce
to the main building isin operation. No individusl who is not connected with

- v e

T

by an cgeént. The agents themselves have free nccess to the entire building
with tlie following exceotions: the ordnance roon, thzt sectior of the person-
nel depart-ment where dossiers anéd credentials are maintained, and the coamun-
ications section.

c. The weapons used by the MfS BV ELFURT are as follows: Every
egent is issued a pistol and ceven (7) rcunds of ammunition. Moct of the
pistols are German models "08" or "P38", while & few Czechoslovakian models
"CZ7.65" =nd "0Z9" &re in use. An unknown number of carbines, German model

make unknown, for the personal usze of high ranking officisls. An unkiown - .
quantity of smmunition for all the aforementioned weapons is also maintained
in the ordnence room. '

d. Location and descriptior of KfS Club Touse at BY ERFURT: The

It is a two (2) story gray stucco struecture with a red tile roof.

EfS Club “ouse at BV ERFURT is located behind the District Office building. -

BY CDR USAINSCOM F01/PO
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_Battalion patrol the ground= during the day.. _All daytime guardsncarry~eithei¥;

the XIS 1s permitted to enter thre main buildin- unless personzlly escorted ..

{1 "K98", are available but ere not frecuentl: used. In addition, the ordnance ..
| Teom has on hand approximately 20 michine pistols, Soviet model "M38", four -} -
| (4) lieht muchine guns, Soviet make, modél unknown, snd six (6) hunting riflesh
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.x:ibit "IT1" illustrates the locution of t'e building; =xbibits "IV" through
" illustrute tF“ 1nt~rlor. »

: ‘e, Location and description. of Schwemmbuch Barrackr, ERFVAT Juard
Battal1on. Schwemnbuach Farracks are locsted in E?ECRT-UchWE'Wbach between
"KRFURT znd YSLCFETDCRF (PB4SAT). The entire c-mpound is surrounded by a
vire fence one (1) meter in hei-~ht, ¥xhidbit "IX" illustrates the locction of .
the compound. ’ ‘ S

f. lLocustion &i.d deseription of Xf3 lotor Pool at BV EIFURT: the- |
S Yolor Pool et BV ERFURTY is loceted in EXRFURT-Schweamnb:ch between TTFURT 5
and 'LLCEKDORF. The cdmvound is surrounded on three (3} sides by a brick
f””_“’”ﬁﬁii*bﬁﬁ**i?‘mn*cr‘ﬂn ~“hetghtv—FPhe-metor-pool- ia‘eqwa¢aed*wa¢h~%0948~necess&n$ﬂ
L for minor repsirs, but all msjor repair jobs on if3 vekicles are perfermed. at—

the v&? {Volkseigene ¥etrich - ! Yetionalized Pnterprise; AUto Repair Werks I —
in ERFURT-Schwemmbach. The motor pool operates E.7 (Eisenacher “otor ﬁorkS),f
TATRA, GPANIT, HORCY, and ZIS Zzvod Imenni Stalinea - 3Stalin Fectory) vehicles

as follows:

o

SUMBEE &¥D VAKE . IYPE LCLOR B
"30 EMW a - ‘ sedans black ]
- i 2 TATRA e 7 : sedans . : blue &;
1 CR#MIT » bus green
1 unknown make bus greeﬁ
2 " v panel trucks green
T w armered recon- green
' naissance cur ' |
~ {with 20mw. sun and - .
‘ : _ radio ecuipnent) - e
1 HORQH Mmoo tiuck |  green 1
- ‘iWZIS o e truck’ ; A":_”hiéTQEﬁ;:: L
';f 117,nkno§n mzke = D qtruck o o green .
:éf e 40 EME. T . mctorcycles black s
S Exkibit wIXv 111ustrdteq the IOCatlor of the ~olor puol: Zxhibit "X" illus-

trates the interior. Exhibit "XI" illustreztes the organization of the =motor

peol.
/03{ REGRADED UNCLASSIFIED
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EUBJECT CODE FOR UGE #1 INDIVIDUAL PARAGRAPH EVALUATION
K © s b7 : ' T OF SQURCE: OF INFOftMATION: )
EGIS - ¥f: - Bezirk ERFTRT COMPLETELY RELIABLE . . . . . A CONFIRMED BY OTHCR SOURCES. 1
s - USUALLY RELIABLE . ... .. B _PROBAB LT
Re: Instsllutions . S oo -l FAIRLY REUABLE . | . . . € TPOSSIBLYTRUE _ . . . [ 3
’ : ‘ MOT USUALLY RELIABLE .~ . D DOUBTFULLY TRUE . 4
UNRELIABLE ., . . .- ... .. E IMPROBABLE . ... . s
RELIABILITY UNKNOWN . . F  TRUTH CANNOT BE JUDGLD . . . &

—ed . .0one-of

| building has two (2} wings,-and—is a four {4} -story red brick §tructure

~xhibit "ITI" -illustraetes thé location of the installation. (D-3)

4 ¥fs By EP“URT, 'Exhibit "XIV" jllustrestee tte location of the installation,

Nf3 Kreis Office is located in BISINACY, street address unknown. It is a

SUMMARY OF INFORMATION

v g-  Locution and-description of NfS Gasoline Station-ai BV ERPURT:
- The ¥f3 Gascline Stsztion at BV IRFURT is located at ERFURT, Feimarische :
Ctrasse, number unknown. ' The 'ststion is open daily from 0900 hours to 1800
hours except for Sundays and holidays,and services only KfS vehicles. It
consisis of a smull cabin for the attendant, two (2) fuel pumps, en air com-
.presrion pump, and.erough equipment for minor repairs and checks, All offi-
cial ¥fS vehicles, either from the BV ERFURT or subordinate off{ices, can
refvel here. Exhibit "XII" illustrates the location of the station. (p-6)

h. Location ard description of ¥fS Prison at BY ERFURT: The “{S
Prison at BV EiFURT is located at ERFUR7T, Andreasstragsc, number unknown,
The compound is surrounded by & brick wall five (5) meters in height. The

with 2 red tile roof on one (1) wing und a tarpeper roof cn the other wing.----

The following security mesasures are believed to be still in effect st the
prison: All gusrds at the prison szre members of the ERFUAT Guurd Batta~
lion but are subordinzte to the »fS, Approximately ten {10) guards sre on
duty during tre da+ while &pproximately 30 are on duty after dark; all

guards are armed with & pistol while on duty. Several high power floodlighfsb

illuminate the prison yard during the night. Any internal management which
entails wctual contsct with priscners is handled by members of the ¥fS, since |

s ' owed Yo NEVE eny Knovledge of prisoners., Important |
rrisoners or those guilty of serious offenses are kept in solitary confinement

while ail others are put in cells contmining three (3) or four {4) inmates.

i.” The ¥fS Screening Teem at the EISKYACE (E39249) Returnees
Cémp muinteins a main office in EIZENACE, street address unknown, & sub-gffice
in the Camnp, and cover apartments for specisl returnees located in LISENACH,
street addreas unkrown., The LfS Screening Team is directly responsible to
the #f3 BV ®RFURT. Exhibit "XIII"™ illustirates the location of the & foremen-
tioned instullations. - S o V - (p-6)

- j. The L'fS maintains an office at the border check point at
WARTEA (NBBSSO). - The agents in this office are directly responsible to the
2. %fS KV EISEFACH:
8. Locetion and description of 4fS Kreis Office at EISENACH: The

two (2) story gray stucco structure wit: a red tile roof. The building is
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EGIS - xfT - Rezirk ERFL-RT o COMPLETELY RELIABLE . . .. A  CONFIRMED BY OTHER SOURCES .
, . USUALLY RELIABLE ... . - . B FROBABLY TRUE .. . ... .. 2 H
i Re: Inslullations FAIRLY RELIABLE . . . .-€  POSSIBLY TRUE . . T a
s I S . NOT USUALLY RELIABLE. . . ..D . DOUBTFULLY TRUE . e
@ : : ‘| . UNRELIABLE . . . .. E IMPROBABLE s - E
_ - RELIABILITY UNKNOWN S ... .F TRUTH CANNOT BE JUDGED . . . 6 :
SUMMARY OF INFORMATION ‘ o o . .o : o : E

surrounded by & white p16két'féncé one (1) meter in height. Exhibit"Xv»
illustrates the locaticn of the installation; Exhidit "XVI'" illustrates the

interior. S _ f:.:,1 T o . S (p-3) ;;

é o " b. - The IS ”I’@”&Cd operates EXY and Ikn (Verelnigung volks- v:
: eigener Fehrzougzubehoer Yerke ~ Asrociztion of Hationalized Plants for -

; Vehicle Accessories) vehicles as follows: B

4| Du:BsR AND MAKE TYPE COLOR ’
f 1 EMW sedan black 3

I 1'IF4, model F9 o dedan™ - derk qué"”*“i'f;*”:"ﬁ“”f“*:*ffﬂéggﬁ»vi

N W 44 _ o motofcycles black 1

Ear IR ¢~ The %fS KV EISERACH bes -availuble -the f0110w1ng weapons:. Lﬂﬁh :
' agent is issued a pirtol, model "08," and an unknown amount of ammunition;
also esvailabtle are three (3) carblnes, make snd model unknown, and one (1)
machine pistol, Soviet make, model unknown, all of which are usually secured
in tre pguard room. : (p-6) | ¢

3, ufS KV GOTUA (PB2046):

. - : . Gy L.ocation _sgnd d&sczicpt_l . . 0t e ]
MES Krels Office is located in GOTHA, street address unknown. It is & three |
(3) story gray stucco siructure with &« red tile roof. The building is sur- | -
rounded on the front and sides by a white.picket fence one (1) meter in height] ™
and in the rear by a wire fence two (2) meters in height. Exhibit "XVII" ’
1llustrates the location of the installation; Exhibit "XVIII" illustrates
the interior. o o (p- 3)

5

b,  The XfS KV GOTHA operstes EXV and IFA vehicles ae: follows.

TUUBER AND YAKE - TYPE COLOR . |
1-EM¥ - seeo o sedan- o . light blwe . o oo oo
1 IFi, model F9  ‘sedan’ " green s

3 sun o o motorcycles black

c. The LS KV GOmHA maintalns seapons of the same types and in

8 the same gquantity es the ¥fS XV ZISEFACH (see paragraph 2c above). (5=-6)
5 DISTRIBUTION _ Hestapy H“"ﬂm e gﬁeHADSEE%UNCL%g?F}ED
HEn | o /03/} - BYCDRUSAINSCOM F01/PO
T R - AUTHPara 14603 DOD 5200.1R
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REUANLHYUNKNOWN ..... F IRUTHCANNOTBEJUDGED H

SUMIMARY OF lNFORMATION

“4. MfS EV SORDERSHAUSE}.' (PB3093 )1 e
a. . Location and description of %fS Krels Office at SONDERSHAUSEN:

The ¥fS Kreis Office is locsated in SONDERJHAUSE», gtreet addrese unknown,

It is a three {3) story gray stucco structure with a red tile roof. The

building i® surrounded on the front and sides by an iron fence two (2) meters

"XIX™ {llustrates the locution of the installation- Exhibit "XX" illustrates
the interior. : : (p-3)

same types and inthe same guantity as the ¥fS KV EISENACH (see paragraphs b
_and 2c¢ sbove). - B . {D-€)

in height and in the rear by a wooden fence two (2) meters in height. Exhibit}

b. The ¥fS KV SONDERSHAUSEF meintains vehicles and weapons of the

a. Location and description of MfS Kreis Office at APCLDA:; The
¥fS Kreis Office is loceted in APOLDA, street address unknown. It is a

on the sides and in the rear by a wooden fence one {1} meter in height and
in the front by a wall of gray field stones one (1) meter in height. Ex-
hibit ®XXI"™ illustrates the location of the install&tion, ‘Exhibit "XXII®

- 5. - MfS KV-APOLDA {PBT755)s = - ~-——— oo —A

three (3) story gray stucco structure with a red tile roof. It is surrounded

coeed - 31lustrates the 4 SN (U~9}

b. The ¥XfS KV APOLDA operstes ZMW vehicles as follows:

XUYBER AND MAKE TYPE  COLOR REGRADED UNCLASSIFIED
1 EM® | seden black BYCDH[ﬁﬂENSCOG@UUPO
5 EM¥ motorcycles black AUTH Para 1- -603 DOD 5200.1R

c. The ‘fo KV A70LlDA maintains weapons of the szame types and in
the same quant:ty as the ufS KV EISF‘ cl (see parcgraph 2c above) {D-6)

‘6‘.’ MfS xv SO:L’I:L.RDA (PB4870)
a, Location and description of Mf5 Kreis Office at S0F Z¥EHDA-

It is a two (2) story yellow brick structure with & red tile roof. The build-
? ie surrounded on the sides snd in the front by a rhite picket fence one
meter in height and in the rear by a board fence two {2) meters in height.
Exhibit "XXIII™ illustrates the location of the instellation; Exhidbit "XXIV”®
i1llustrates the interior. (D= 3) '

The }ifS Kreis Office is located at SOZKMHERDA, Bahnhofstrasse, number unknown. .
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~The Bf3S _Kreis Office. _ise locuted at LANGZINSALZA, Traowatinstirasse,. numbcrhun

SUMMARY OF INFORMATION
b. The Mfo KV SOEMLERDA operates vehicles as folloraz

NUMBER AXND MAKE TY??_”"“_W-A ” ‘. CCLOR N
1 EMW 7 , sedan Afjm”_ﬂhﬁlnm”blue ) T
2 EMW : ‘motorcycles black

c. The Ef3 ¥V SOENMERDA maintains Wéaponé'of'the same types and
in the seme guantity as the MfS KV EISENACF (see paragraph 2¢ above). (D-6)

7. MfS KV LANGENSALZA (PB1563):

a. Location and descripticn of ¥fS Kreis Uffice at LANGEXNSALZA

known., It is a three (3) story structure with a red tile roof. It is ~'“*fw~i
surrounded by & 1ow wooden fence on the le¢ft stde and in the rearj on the 17
right side a grrage separates the building from the neightoring premice; '
and in the front is a low red iron fence. XZxhibit "X¥V" illustrstes the lo-
caticn of the instsllations; Exhibft "XXVI" illustrates the interior. (D-3)

b. The EHfS KV LAKGENSALZA operstes vehicles as follows: S

EUMBER AND MAKE TYPE CCLOR
T By EH“ - sedan brown
3 EMT motorcycles black ' {p-6)

T T
e SR

'rail. Exhibit "XVII"™ illustrstes tle location of the installatlon, bxhibit

8. XfS KV NUEULEAUSEY (PBG274):
a. Location and description of KfS Kreis Office at XUEHLHAUSEN: -
The KIS Xreis Office is located in YU:“LqA"“EN, street address unknown. It .

ie'a two (2) story gray studdo structure. It is surrounded on the sides by
& wooden fence, in the rear by & wire fence, und in the front by a 1lov iron

"XXVIII" illustrates the interior. _ . = . .. - o (p-3) 1
b, The LIS KV NUSHLEAUSEN operates E¥¥ and IP4 vehicles as followsh '

NU¥BER ARD MARKE -~ TYPE = COLOR .-

" REGRADED UNCLASSIFIED
1 EMW : sedan light gray ON p 4 1998
. . I .
1 1F4, model F3 sedan light gray §E§£§%m§i£g§§§%i%¥§?ﬂ
4 EVMW - motorcycles ﬁlack (D-6)
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SUMMARY UF IKEORMATION

9. Mf3 KV NOLDBANGEN (PCOSGR): S

The Jf3 Kreis Office is located in FO¥DHAUSEN, street address unknown. It
1s a three (3) story structure with gruy stucco.walls in the front and sides
and a red brick wall in the reay; 1t has . red tile roof. It is surrounded
by & bourd fence on the sides and in the rear. lxhibit "XXIX" illustrates

“tv- -Locution and dsseription of HfS Kreis ©ffice at MORDPAUSHNG -

the locution of the installation, (n-3)
b. The ¥fS KV IOWDHAUSEN operutes ZNV snéd ¥ercedes vehicles as
follows: )
] CNUNBER AR YAKE e DYPE . EELOR -~ —— —— e S L
» 1 E¥% I - ' ...sadan . ___._ . . o ETBY e e e e P -
1 Nerceder, model 170 V sedan tlack

20 EMW . mo'orcyeles black - : (z-6)
10. MfS KV TORBIS (NB9598); |

8. Location und dercription of Hf® Kreis Cffice at T0ORRIS:

o} The Nfo Kreis Office is loeuied .in YORBIS, street saddress-unknowne——Ii -3

a one {1) story red brick structure with & red tile roof. The com:ound is )
surrounded by a low wooden fence., Exhibit "XXX" illustrates the location of
the installation. , (D-3)

bs  The XfS KV WORBIS operztes ENY* and IFA vekicles as follows:

NDLBEY AWD ¥AKE - TYPE . COLOR
1 IFA, model ¥9 sedan gray
3 EMwW 7 V - .motoquycles : black gﬁG ED UNGLASSIFIED

ON - SEP . 41098
- BY CDR USAINSCOM F01/PO
AUTH Para 1-603 DOD 5200.1R
de  Location &nc¢ description of KfS Kreis Office at NETTIATTomADT:
The Mf5 Kreis Office is located at BaTLIGHYSTADT, crfarter Stresse, number
unknown. It is a one (1) storvy structure with & red tile roof. It is sur-
rounded on the sides and in the rear by & low wire fence unc in tte front by

11. NfS KV HEILIGEVSTADT (NB7993): .

tion.

} 8 wkite board fence. Exhibit "XXXI" illustrstes tie locztion of the instella-
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